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Model 570X DNP3 Gateway
Supports SCADA via Direct
LAN Connection

The H&L Instruments Model 570X DNP Gateway provides improved SCADA performance and greatly reduces the
cost and complexity of DNP3 Master connections. This product is downward-compatible with the current 570 family of
fiberoptic rapid-healing, redundant-network transceivers. The 570X includes a Linux System-On-Module (SOM) to
provide fast protocol-aware DNP3 SCADA communications over TCP and UDP. These DNP3 streams are carried via
virtual channels over the fiber netwok to remote 570 transceivers, where they are converted to and from serial DNP3 at
serial port speeds up to 115.2 kilobaud for connection to the end station.

Rapid Healing of Large Fiber Loops

The Model 570X is compatible with existing 570 network transceivers that provide fast recovery from unit or fiber
failures independent of the size of the loop. The 570X/570 network solution automatically detects fiber breaks or node
failures and switches from loop to radial network mode in less than one-half of a power cycle (< 8ms). That is fast
enough to avoid errors in protective relay communications such as SEL Mirrored Bits™ and minimizes SCADA packet
loss.

Convenience of Using DNP3 over UDP or TCP versus Serial DNP3 at head end

The Model 570X DNP Gateway eliminates third-party LAN-to-multiport serial converter hardware—reducing cabling
complexities and improving system performance. Your SCADA master or proxy server can now use TCP or UDP
transport protocols and connect via an Ethernet LAN directly  pypastr IP Socket 1 Properties

to a head-end 570X transceiver. The Model 570X DNP
Gateway uses its Linux SOM to provide fast protocol

Device |IF Socket 1 {— TCP
bridging and packet routing services for the fiber network. Transport
Channel 1|:||:|'| - (« LIDP

How It Works

This new transceiver technology serves as a DNP3-over-IP
endpoint for your SCADA master or proxy server by
providing up to 16 TCP or UDP ports. Each 570X UDP or
TCP port can be assigned to one of 126 virtual channels.

The FiberPanel network configuration software employs a
straightforward interface for configuring 570X ports as DNP
Masters and assigning virtual channels as shown in this
screen of a typical DNP Master configuration session.

Configuration is intuitive and permits easy selection of TCP

or UDP transport protocols, drop-down selection of virtual channel, and an IP port assignment. This object is referred

Fort Type |DMP-Mast 71

[P Port # |20000

Device Tag |

=

Paired with |

=]

[ Disable selected device
Ralresh | Selett a||| Default | ok |
Apply | | A1l Defaul | Exit |

to as an ‘IP Socket’. It provides the ‘glue’ between a DNP3 LAN port and a virtual channel.
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FiberPanel provides features for setting the connection type to TCP or serial. If the connection type is TCP, you can
assign a remote host name or address and a port number. Once the TCP connection type is selected and configured, a
built-in test permits a quick validation of the configuration and confirms that the remote transceiver can be reached.

Metwark, Manitar ] nit Properties Panel Canfiguration l AutaT ester ] PSkd Testel]
\DNP32 -] Add | Close iR
Connection:[TCPAP = |  Remate port:]10000 TCR(P Tes |
Remote PC name: |192.168.3.11:10000 -| P Sl

[ Erihls laime |C|ick to test the TCP/IP ccnnectionl

Prior to the 570X, it was necessary to use a terminal server since the 570 requires a standard serial port connection, so
FiberPanel had to connect over TCP to the terminal server and configure it properly to talk to the 570 serial port. The
570X now supports direct TCP connections from FiberPanel to the 570X over the LAN using a built-in terminal server.

FiberPanel includes a small test utility to perform a local loopback or remote test of the connection. The remote test
will return the remote 570 or 570X serial number if the configuration is correct.

TCP/IP Test

Local Loopback connects the local client to a built-in local
zerver and tests the TCP/IP netwark within thiz PC.

Rermote SenalServer connects the local client to SerialSerser on
aremote PC. The SenalServer's PC comm port must be looped
[TDYRD) or connected to an HEL fiber unit. The TCPAP remote
part in Panel Configuration must match the SenalServer's local
port getting.

Connecting to 192.168.3.11:10000

Sending Sernial # Request to Remaote Server...
Remate FL3 Fiber Unit SH =111111

Remaote SenalServer Test Complete

............ e .
: ‘:\.nri.=u|1\$rm=-r : Exit

Local Loopback

Communicate With Serial DNP3 Slaves Over Fiber

A new port type has been defined for use in 570 transceivers that allows efficient communication with the head-end
570X to local serial ports connected to DNP3 devices. This new port type is called ‘DNP3 Slave’. When a 570 serial
port is assigned the DNP3 Slave type, the 570 uses a packet transmission technique instead of an individual byte
method to send serial-DNP3 data over virtual channels. This technique permits multiplexing multiple slave responses
over a single virtual channel without corruption caused by byte interleaving. The technique improves performance and
eliminates transmission errors caused by collisions. Proxy servers can send simultaneous requests to multiple slaves on
the same virtual channel, while unsolicited responses from slave devices are transmitted reliably without retries.
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Upgrade Existing Model 570 Transceivers for Serial DNP3 at No Cost

By connecting the Model 570X Fiberoptic Gateway to your SCADA master at the head-end, and upgrading
existing Model 570 transceiver firmware in remote locations, you can eliminate LAN-to-multiport serial converter
hardware and connect via the fiber network to existing serial DNP3 slave devices, such as the Eaton VaultGard.

Existing Model 570 based systems are easily upgraded, at no cost, to support the serial DNP3-aware features,. The
570 transceiver firmware is upgraded by using the latest version of firmware with H&L Instruments HLFlash

software. The HLFlash software and firmware upgrade are available from our customer support website as free
downloads.

The following figure shows a typical HLFlash session to upgrade a Model 570 transceiver while in service on a the
fiber network.

%8 COM1L:HLFlash v1.05.14 12/9/2013 e e S
IT m X7 & & System: [FiberLoop 3
3 P
CPU:[3.0837.26  PLD:[J4 PSE:[5.02.06 Mame:[DMPSlave  »| Refresh
CPU | PSE| AutaProgram| HLFlash Properties | Sh:[115696 -
File Name: 570w3 0B_35 05.bin Version: 3.08.35.05 - ©
Build Date: 5/6/2013 2:22-37 AM Size: §4737
Installed: 5/14/2013 11:39:57 2M Activate Select for
Comment. - FXO/FXS, DNP3 slave, clk . Block 0 Cold Start
File Name: 570v3 0B 37 2&.bin Version: 3.0B.37_26 - Aa) ©
Build Dste: 11/19/2013 8:00:20 PM  Size: #4751 1 A
Installed: 11/23/2013 1:1]}552 M Block 1 Use for
Comment : FXO/FXS, DNP3 slave, clk r is Active Cold Start
@ <Unuged Blocks> -
Load Fash
Block 2
@ <Unused Block>
Load Flash
Block 3
BHEL Statuz = On-Line 115200 baud | 1/8/2014

Overall, both reliability and performance are improved by adding a Model 570X Fiberoptic Gateway to your
network. Only one Model 570X is required per network to realize these benefits.

H&L Instruments, LL.C. P.0. Box 580, 34 Post Road North Hampton, NH 03862-580 USA (603) 964-
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Remotely Configure Model 570 Transceivers for DNP-Slave Operation

A new version of FiberPanel remotely configures upgraded 570 transceivers for DNP slave operation at serial
data rates up to 115.2 kilobaud. Additional FiberPanel configuration settings include enabling digital loopback
and limiting the slave transceiver to a monitor-only function. A typical setup of a remote 570 transceiver for
DNP slave operation is shown in the following figure.

[t Fverpone 205176 20 T

File Edit View Tools MaintPort Reports Help
|WWLI Bultu| D[ |0l| da) |1E| @ 11]1s]ne]
P DNF3Beta

DMP3 Beta 4 Urit Name: | DHPSIave CPU Version: | 3.08.37 Left R Pr:
Unit Type: 1 570E-8 PSE/PLD Wer | 5.02.06/14 Right Bx P
SM1111171: 670 <== Sernial 11:] 115896 Unit dlarm: | Mormal Fiber tode:
I SN115799: 570-542 Metwark Monitor — Unit Properties ] Parel Configuration ]
SNT15696: DNPSlave [ @ & ’I A g
SM11E081: SLICFIXD (@) Name:jDNPSIave Left Optic: 13100 1
» S:|115696 Right Optic: ]131 oL }
DNPSlave Asynchronous Device Properties %

Device [SERIAL Baud [115200 = o P
Channel (001 - Paity [Nare <] ENE1  Ch=- 15N81  ChOD1DS*15MS1
Port Type |DNP-Slaw v] Data Bits 18 ,,]

Stop Bits |1 -

Device Tag |
Paired with J

LelLe

Eh."- 15M81 Ch*- 15M81

Pre-Tx| 0 « | bits

Past-Tx| 0 - | bitz | %
—Apply changes to | -

™ Portl ™ Port2 I~ Part3 v Port 4 8 S
able o
[ Pots [~ Portk [~ Part 7 [~ Partg

™ Enable Digital Loopback on this Port
I Port is Monitor Only on Channel
™ Disable selected device

Refrezh ] Select aIIJ Drefault J m

Once configured, remote transceivers display in the FiberPanel virtual channel map to show channel
assignments and DNP-slave assignments.

RS232+435 Yirtual Channel Map

----- ‘ Ethernet Parts

PORT 4 < oo
ChODDS*15M81 !

Ié| ----- @ SH111711: DHPMazt (7] - DMPaster - IP Socket
i [EAREl a1 - DMP.
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